MyHuULHMNATBHOE GOKETHOE YUPEXKIeHHE OMONHUTENBHOr0 00pa3oBaHus
«CrnopTHBHas 11Kosa PacckazoBcKOro panoHay

C. I'lmaTtoHOBKa

[TPHUKA3

Ne 17 02.02.2018

O6 onpejesieHHH yrpo3 6e30MacHOCTH MEPCOHANBHBIX JIaHHBIX, aKTyalbHBIX TPH
00paboTKe MepcOHaTbHBIX JaHHbIX B HHYOPMALMOHHBIX CHCTEMaX MEPCOHANIbHbIX
nanubix B MBY J10 «CrnioptHBHas 1ikosa Paccka3oBcKoro paioHa»

B coorBercTBUM ¢ 4acThio S5 cratbu 19 @DenepalbHOro 3aKoHa OT
27.07.2006 Ne 152-®3 «O mnepcoHalbHbIX AaHHBIX», C LENbI0 ObecrneyeHus
eIMHOTrO MOJX0/a K ONpe/esIeHUI0 yrpo3 0€301acHOCTH MepCOHaIbHbIX JaHHbIX,
aKTyaJbHBIX Npu 00pabOTKe MepCOHANBHBIX [aHHBIX B HH(QOPMALMOHHbIX
cuctemMax nepcoHanbHbiX  gaHHeix  MBY IO «CnopruBHas — 1Koa
Paccka3oBCcKOro paioHay».

[TPUKA3BIBAIO:

1.  Onpexnenuth yrpo3sl  0€30MacHOCTH  MEPCOHABHBIX  JaHHBIX,
aKTyanbHple TpH 00pabOTKe [EepCOHANBHBIX NaHHbIX B HHPOPMALHMOHHbBIX
ciucremMax  rnepcoHanbHbix jgaHHeix  MBY  JIO  «CnopruBHas  LIKOla
Paccka3oBCKOTO pailoHa», COrIacHO MPUII0KEHHUIO.

2. PasMecTuTh HAcTOSILIMI npuka3 Ha oduumansHoMm caiite MBY 10
«CriopruBHas — mKkoja  PacckazoBckoro  padona» B MH(pOPMALHMOHHO-
TeNIleKOMMYHHUKallMOHHOM ceTh «MHTepHeT.

3. KoHTpOJIb 32 HCTOIHEHMEM HACTOSLIEr0 PHKa3a OCTaBIISIO 32 COOO.

JlupexTop @ 10.A. JlomakuH



[MTPUIJIOXKEHUE
k npukazy MbY J10 «CnoptuBHas mkosa

Paccka3oBckoro palioHa»
Ot 02.02.2018 Ne 17

Yrpo3sl
0€30MacHOCTH MEePCOHATBHBIX IAHHBIX, aKTyalbHbIE IPU 00paboTKe
MEePCOHANTBHBIX JJAHHBIX B HH()OPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JJAHHBIX B
MBY 1O «CnopTtuBHas mkoJia Paccka3oBckoro paiioHa

1. O01ue moaoXKeHus

1.1. VYrpo3sl 0€30MacHOCTH TMEPCOHAIBHBIX [aHHBIX, aKTyaJdbHbIC MpPHU
0o0pabOTKe  MEePCOHANBHBIX  JAHHBIX B  HH(POPMALMOHHBIX  CHCTEMax
nepcoHabHBIX JMaHHBIX B MbY JIO «CnopruBHag mxkona Paccka3zoBckoro
paiioHa» (manee - AkTyanbHble yrpo3sl 0e3onacHoctu MCII/IH), onpeneneHbl B
COOTBETCTBUH C 4acThio 5 crtatbu 19 denepansHoro 3akoHa ot 27.07.2006 Ne
152-®3 «O mepcoHaNbHBIX JaHHBIX», TOocTaHOBIeHHWEM [IpaBuTenbcTBa
Poccuiickoit ®enepannu ot 01.11.2012 Ne 1119 «O6 yTBepkieHun TpeOOBaHUN
K 3alllUT€ TEPCOHAIBHBIX JAaHHBIX MpPU UX 00paboTke B MHGOOPMAIMOHHBIX
CUCTEMaxX TNEPCOHAIbHBIX JaHHBIX», TMpukazoM @DenepanbHON CIyXObl 1O
TEXHUYECKOMY U JKCIOpPTHOMY KoHTpoito (manee - DCTIK Poccum) or
11.02.2013 Ne 17 «O06 ytBepxkaenuu TpeboBaHuil 0 3ammTe UHOPMAIUU, HE
COCTABJIAIOLIEN TOCYJAapCTBEHHYIO TaiHy, COJEpKalIEUCsi B TOCYAapCTBEHHBIX
nHpopMalMoHHBIX cuctemax», npukazoM CTIK Poccum ot 18.02.2013 Ne 21
«O06 ytBepxknenun CocTaBa U COJECP)KAHUS OPraHU3AMOHHBIX U TEXHUYECKHUX
Mep 1o 00ecreueHHI0 0€30MaCHOCTH MEPCOHANIBHBIX TAHHBIX MIPU UX 00paboTKeE B
MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHAJbHBIX JAaHHBIX», MpUKazoM dDeaepaabHON
cnyk0bl Oe3omacHocTu Poccuiickoit ®enepannu (ganee - ®Cb Poccuun) ot
10.07.2014 Ne 378 «O6 yrBepxkaenuu CocraBa u coiep>KaHHs OpraHU3alMOHHBIX
U TEXHUYECKUX MEp Mo oOecreueHnIo 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPU
ux o0paboTke B WHGOPMAIMOHHBIX CHUCTEMaxX TMEPCOHANBHBIX JAHHBIX C
UCIIOJIb30BAaHUEM  CPEICTB  KpuUnTorpaduueckoil  3amuThl  HUHPOpMAIINH,
HEOOXOJAUMBIX JIJII BBITIOJHEHUSI ycTaHOBICHHBIX IIpaBuTenbctBoM Poccuiickoii
denepan TpeOOBaHW K 3alIUTE MEPCOHAIBHBIX JAHHBIX IS KaXIOro W3
YPOBHEH 3alIUMIIEHHOCTH», METOOUKON ONpPENECNICHUs] aKTYaJbHBIX YIPO3
0€30MacHOCTH TIePCOHATBHBIX JAHHBIX MPU UX 00paboTKe B MHGPOPMAITMOHHBIX
CHUCTEMax TMEPCOHAJIBHBIX JaHHBIX, YTBEPXKICHHOW 3aMECTUTENIEM JIUPEKTOpa
OCTOK Poccun 14.02.2008, MetoauuecKuMu peKOMEHIALUSIMU 1O pa3padboTKe
HOPMATHBHBIX TIPABOBBIX AaKTOB, ONPEACISIONIUX Yrpo3bl OE30MaCHOCTH
MEePCOHANIBHBIX JJAHHBIX, aKTyaJbHbIe MPH 00PaOOTKE MEPCOHAIBHBIX JTAHHBIX B



MH()OPMALIMOHHBIX CHCTEMaX MEePCOHAIBHBIX AAHHBIX, YKCILTyaTUPYEMbIX IMpHU
OCYIIECTBIICHUM COOTBETCTBYIOIIMX BHUIOB JEITEIBHOCTH, YTBEPKIAEHHBIMU
pykoBojctBoM 8-ro ILlentpa ®CB Poccum ot 31.03.2015 Neo149/7/2/6-432,
ba3zoBoii Monenpio yrpo3 0€30MacHOCTH IEpPCOHAJIBHBIX JAaHHBIX IMpPU HX
oOpaboTke B  WH(MOPMAIIMOHHBIX  CHUCTEMax  IMEPCOHANbHBIX  JaHHBIX,
yTBepxAeHHOH 3amectuteneM qupexkropa PCTIOK Poceun 15.02.2008, u bankom
JAHHBIX yTpo3 0Oe30macHOCTH WHGOpPMAIUU, pa3MEUICHHBIM Ha O(HUIHAIBHOM
carite ®CTOK Poccuu (http://bdu.fstec.ru).

1.2. Axrtyanbuble yrposbl Oe3zomacHoctu HWCIIJIH coxepkar mepedeHb
aKTyaJbHBIX Yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
MH(OPMAIIMOHHBIX CHCTEMax MepcoHalbHbIX NaHHbIX (manee - UCII[An) MBY
O «CnoptuBHas 1mkona PacckazoBckoro paitona» (manee MBY J1O
«CniopTuBHas mkoya Paccka3zoBckoro paiioHa).

1.3. AktyanbHbie yrpo3sl 6e3onacHoctu MCIIJIH moanexxar agantauuu B
xoae paspabotku aamuHucTtparmerr MBY  JI0  «CnopTuBHas 1Koja
Paccka3oBckoro pailoHa» 4aCTHBIX MOJENIe yrpo3 0€30MacHOCTH MEePCOHAIBHBIX
JAHHBIX I KaXa10d HHPopMalmoHHou cucteMsl (nanee - MC).

1.4. TIlpm pa3paboTke 4YacCTHBIX MOJENEH yrpo3 0€30MacHOCTH
NEPCOHANBHBIX JAHHBIX MPOBOAUTCSA AaHAIU3 CTPYKTYPHO-()YHKIIMOHATBHBIX
xapaktepuctuk MC, oskcmiyatupyemoi npu ocymecrBieHnn MbBY 1O
«CroptuBHas 1mikosa Paccka3oBckoro pailoHa» (QYHKIMHA W MOJHOMOYMM, a
TaK)XK€ IPUMEHSAEMbIX B HEH MH(POPMALIMOHHBIX TEXHOJOTHI U OCOOCHHOCTEN ee
(YyHKIMOHUPOBAHUS, B TOM YMCIIE C HCIOJb30BaHMEM baHKa HaHHBIX YIpo3
0e30nmacHOCTH MH(pOpMAIIHH.

1.5. B yacTHOl Monenu yrpo3 0€30MaCHOCTH MEPCOHAJIBHBIX JaHHBIX
YKa3bIBaKOTCS:

onucanue UCII/x u ee cTpyKTypHO-(YHKIIMOHAIBHBIX XapaKTEPUCTHUK;

ONMMCAaHHE yIrpo3 Oe30MaCHOCTH MEPCOHANBHBIX JaHHBIX C Y4ETOM
COBOKYITHOCTH MPEAMNOJIOKEHUN 0 crtoco0ax, MOArOTOBKE U MPOBEJICHUU aTak;

omucaHue BO3MOXKHBIX ysa3BuMoctert MC, cnoco0oB peanuzanuu yrpos
O0ezonacHocTd HMHGOpPMAUMKU M TOCJIEACTBUNA HapyLIEHUH Oe30MacHOCTU
uH(popMaLuu.

1.6. O6bextamu wuHpopMatuzanmu B MBY JIO «CnoptuBHas mikosa
Paccka3zoBckoro paiiona BbeicTynator MC, umeromme CXOOHYI CTPYKTYypy H
OJIHOTOUEUYHOE TMOJKIIOUEHHE K CEeTsAM OOlIero TMoJIb30BaHUS U (MJIM)
UH(OPMAaIIMOHHO-TEJIEKOMMYHUKAIMOHHON cetn «VHTepHeT» (manee - ceThb
«HTEepHET») Yepe3 BbLACIECHHYI0 MHPPACTPYKTYpPY - MEKBEIOMCTBEHHYIO CETb
repeiadn TaHHbIX TaMOOBCKOM 001acTH.

1.7. B 3aBucuMoctu OT KOHKpeTHOTO 00BhekTa nHpopmaruzanuun UC MBY
JO «CnoptuBHas 1mkoJia Paccka3zoBckoro paiioHay JelsaTcs Ha JBa BUAA:

noxanbHas UC, paboune mecta u 06a3bl JaHHBIX KOTOPOM pacIoNOKEHBI B
npeaenax OaHOTO 30aHuUs;

pacnpenenennas MC, paboune mMecta KOTOPOMl pacloJiokKEHbI B Mpeaesiax
OJHOTO 37aHus, a 0a3pl JaHHBIX XpaHATCS W oOpabarteiBatoTcsi B lleHTpe
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00pa0OTKHU JaHHBIX aIMUHUCTPAIIMU 00JIACTH.

1.8. ba3pl [jgaHHBIX HUHPOpPMAIMK, C UCIOJB30BAHUEM  KOTOPBIX
OCYHIECTBIISIIOTCSA CcOOp, 3amuch, CHUCTEMAaTU3allMsl, HAKOIUICHUE, XpaHEHHE,
yTouHeHue (OOHOBJEHHE, W3MEHEHHE) TEPCOHANBHBIX JaHHBIX TpaxaaH
Poccuiickon ®@enepannu, HaxoasTcs Ha Teppuropun Poccuiickon @enepannu.

1.9. BgBoa mnepconansubix naHHbeix B MC wu BeBoxg naHabix n3 KC
OCYILIECTBIIIIOTCA C HCIOJIB30BaHUEM OyMaXXKHBIX U 3JEKTPOHHBIX HOCUTENEH
uH(popmanyu. B kauecTBe JIEKTPOHHBIX HOCUTENEH HH(OPMAITUN UCTIOJIB3YIOTCS
YUYTEHHbIE CHEMHBIC HOCHUTEIM HMH(POpMALUM U ONTUYecKue Iucku. Jloctym k
HUCII[IH orpaHuyeH MepeyHEeM MYHUIMIAIbHBIX CIYXalllMX WIK PaOOTHUKOB
OpraHu3alui, ABisomuxcs BiaaensueM 1MC.

1.10. I[lepenaya nepcoHaNbHBIX JaHHBIX B JIpyTHM€ OpraHu3allud U B
TeppPUTOpPUATIbHBIE OpraHbl (hellepaabHbIX OPTaHOB MCIOJHUTEIBHOW BJIACTH TIO
ceTssM oOmiero mnoib3oBaHuss U (W) cetu «MHTEpHET» OCYIIECTBISETCS C
UCIIOJIb30BaHUEM CEPTUPHUIIMPOBAHHBIX MHUPPOBATBHBIX (KpUITOTrpadUUECKUX )
cpeacTB 3amuThl uHGopmanuu (aanee - CK3M).

1.11. Konrponupyemoii 300l UC SBASIOTCS aIMUHUCTPATUBHOE 3/IaHHE
MBY O «CnopruBHasg mkona Paccka3oBCKOro panoHa» U OTHEIbHBIC
nomenieHusa. B mpepenax KOHTPOJMPYEMOM 30HBI HAXoIATCs padoune MecTa
M0JIb30BATENIEH, CEPBEPHI, CETEBOE M TEICKOMMYHHUKAIMOHHOE O0OpYyJI0BaHUE
NC. BHe KOHTpoIMpyeMOM 30HBI HAXOAATCS JIMHUM TEpPeladyd JaHHBIX U
TE€JIEKOMMYHHKAIIHOHHOE 000pYAOBaHUE, UCIIOIb3YEMOE JIJIs1 MH(POPMALIMOHHOTO
oOMeHa 1o ceTsiM 00111ero moJyib30Banus U (win) cetu « UHTepHeT.

1.12. B agmunuctpatuBHoM 3nanue MBY J10 «CnoptuBHas mikona
Paccka3zoBckoro pailoHay:

JIOJKEH OBITh OpPTaHU30BaH MPOMYCKHON PEXUM;

JOJIKHO OBITh MCKIIFOUEHO HEKOHTPOJUpPyeMOe MpeObIBaHHWE MOCTOPOHHUX
JUIL ¥ HEKOHTPOJHpPyEeMOE TMepeMelieHrue (BBIHOC 3a TMpeaesbl 3IaHus)
KOMIIBIOTEPOB U OPTTEXHUKHU;

MOMEIIIEHUS CO CPEICTBAMM BBIYUCIUTEIHLHON TEXHUKH JOJDKHBI OBITh
000pyI0BaHbI 3aIMPAIOIIUMHUCS ABEPSMHU U ONEYATHIBAIOIIMMU YCTPOUCTBAMU;

JOTIOJIHUTENIBHO MOET OBbITh OpPraHu30BaHO BHJACOHAOJIOECHHE B
KOPUIOpax, BECTUOIOMSAX U XOJUIAX.

1.13. 3ammra mepconanbHbiX naHHbiXx B MC MBY JIO «CnoptuBHas
mkoJjia Paccka3oBckoro pailoHa» U CeTsIX OOIIEro moJib30BaHUs, MOJKII0YAEMbIX
K ceTu «HTEepHETY», 00ecneunBaeTcs CpeICTBaMu 3allUThl UHpOpMaIuu (fanee -
C31):

C3U oT HECaHKIMOHUPOBAHHOTO JIOCTyMHa, CEPTUDUIMPOBAHHBIMU
OCTOK Poccun, He HUKE 4 yPOBHSA KOHTPOJISI OTCYTCTBUS HEIEKIAPUPOBAHHBIX
BO3MOXHOCTeM (nanee - HIIB);

CpeACTBAaMHM AaHTUBHPYCHOW 3amuThl, cepTudunupoBanHbivu DCTIK
Poccumn, He Huxke 4 Kjacca;

MEXCeTEeBbIMU dKpaHamu, ceptuuuupoBanHbiMu DPCTIOK Poccuu, He
HIDKe 3 Kjacca;



CK3U, ¢opmupyronumu  BuptyanbHele  4dactHeie cetd  (VPN),
ceptuduiupoBanubiMu @Ch Poccun no knaccy KC 1 u Boiie;

cucTeMamMu OOHapyKEHUs BTOPKEHHUS HE HUXKE 4 Kiacca,

CPEACTBOM TOCYAAapPCTBEHHOM CHUCTEMbI OOHAPYKEHUS, MPEAYIPEKICHHUS U
JUKBHUIALUN TOCTEACTBUII KOMITBPIOTEPHBIX aTak Ha WH()OPMAIMOHHBIE PECYPCHI
Poccuiickoit @enepanuu.



2. XapakTepucTUKu 0€30MacHOCTU UH(POPMAITMOHHBIX CUCTEM
NEePCOHATBHBIX JAHHBIX

2.1. OcHOBHBIMH CBOWMCTBaMH 0€30TaCHOCTH WH(DOPMAIIUH SIBIISIOTCS:

KOH(HICHIINATBFHOCTD - 00513aTeNbHOE JJIs1 COOIOICHUST OTIEPATOPOM HITH

WHBIM TIOJIYYMBITUM JOCTYIT K IEPCOHAIBHBIM JAHHBIM JIMIIOM TpeOoBaHUE
HE JOMyCKaTh HMX paclpocTpaHeHusi 0e3 corjacusi CyObeKTa MepCOHATbHBIX
JIAHHBIX WJIA HAIUYHS MHOTO 3aKOHHOTO OCHOBAHMUS;

[[EJIOCTHOCTH - COCTOSIHME 3aIIUIIEHHOCTH UH(OPMAIINH, XapaKTepU3yeMoe
cnnocoOHocThio C obecrnieunBaTh COXPaHHOCTh MU HEM3MEHHOCTh MH(pOpMaIUU
IpU TONBITKAX HECAHKIMOHMPOBAHHBIX BO3JCHCTBUI Ha HEE B MPOIECCE
00pabOTKHU W XpaHCHHUS;

JOCTYIIHOCTh - COCTOSIHME HWH(OpMalMHU, MPU KOTOPOM CYOBEKTHI,
MMEIOIINE TIpaBa JOCTYIa, MOTYT Peaiu30BaTh UX OECIPENSTCTBEHHO.

2.2. Iloxg akTyanbHBIMU yrpo3aMu 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX
MOHUMAETCSI COBOKYMHOCTh YCJIOBUM W (PAKTOPOB, CO3JAIOIIUX aKTyaJbHYIO
OMAaCHOCTh HECAHKI[MOHUPOBAHHOTO, B TOM YHUCJE CIy4yailHOrO, JOCTyla K
MEPCOHANIBHBIM JTaHHBIM TIpU X 00padoTke B IC, pe3yabTaToM KOTOPOTO MOTYT
CTaTh YHUUTOXEHHUE, M3MEHEHUE, OJIOKMpPOBAHMUE, KOMUPOBAHUE,
MpEOCTaBICHUE, PACIPOCTPAHCHUE TMEPCOHAIBHBIX JaHHBIX, a TaKXKe HHBIE
HETPABOMEPHBIE IEUCTBHUS.

2.3. B 3aBucuMOcCTH OT cocTaBa 00pabaThIBaeMbIX MEPCOHANBHBIX TaHHBIX
U THUMA AaKTyaJlIbHBIX Yrpo3 HEOOXOJUMBIH  YpOBEHb  3alUIIEHHOCTH
MEepCOHANBHBIX NaHHbIX 1 Kaxaou UCII/IH onpenensieTcss ”HAUBUAYAIBHO.

2.4. Ina UCIT[1a MBY J1O «CnoptuBHas 1mikojia Paccka3zoBckoro paiioHay
aKTyaJbHbI yTPO3bl OE30MAaCHOCTH TMEPCOHANBHBIX JAaHHBIX TPETHETrO THUIIA, HE
CBsi3aHHble C¢ HamuuueM HJIB B cHUCTEMHOM H NPUKIAAHOM MPOTPAMMHOM
obecnieuennu (nanee - [10), ucnonszyemom B MC.

3. IlpumeHeHue cpeACcTB KpUunTorpapuueckom 3amuTsl MHPoOpMaLK B
MH()OPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX

3.1. AxryansHocTh npumenenust B UCII[lx MBY J1O «CnopTtuBHas mkomia
PacckazoBckoro paitona» CK3U omnpenensieTcs HEOOXOAUMOCTBIO 3alUTHI
MEePCOHAJIBHBIX JaHHBIX, B TOM 4HCJie TTpu UHGOPMAIIMOHHOM OOMEHE IO CETsIM
CBSI3U 00111€TO T0JIb30BaHus U (vin) cetu « UHTepHeT».

3.2. CK3U npenna3zHayeHbl AJis 3alIUThl MHOOpPMAUM OT JNEUCTBUU CO
CTOPOHBI JIUII, HE UMEIOIIUX MPaBO JOCTYIA K ATOW HHGOPMAIUH.

3.3. IlpuHATHIMU OpraHu3aIlMOHHO-TEXHHUYEeCKUMH Mepamu B MBY J1O
«CropTuBHast 1Koia Paccka3oBCKOro pailoHa» JOKHA OBITh HUCKIIOYCHA
BO3MOXHOCTh HECAHKIIMOHUPOBAHHOTO JIOCTYIA MOTEHI[MAIBHOTO HAPYIIUTENS K
kiroueBoit napopmanuu CK3U.

3.4. Tlpu okcmnyaraiuun CK3UW  pomkHbl  coOmronaThes TpeOOBaHUS
AKCIUTyaTallUOHHO-TeXHUYeckol nokymeHtanmu Ha CK3UWM u TpebGoBanus



JNEUCTBYIOIIMX HOPMATHBHBIX TPABOBBIX AaKTOB B 00JIACTH peanu3alud U
skcrutyatanuu CK3H.

3.5. Jlna obGecrneuenus O€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX MPH HX
oopabotke B HCII[In ucnons3yrorcs CK3U, mpomenmme B yCTaHOBICHHOM
NOPSIIKE MPOLIEAYPY OLIEHKH COOTBETCTBUSL.

3.6. O0bexramu 3anutel B UCII/IH sBistoTcs:

MePCOHAJIbHBIE TaHHBIE;

cpeacTBa KpuntorpahudecKou 3anuThl HHGHOPMAIUN;

cpena pynkuronupoanusi CK3U (nanee - CD);

uHdopMalus, OTHOCSIIAACA K KpUNTOorpadhuueckoi 3aimuTe IepcoHAIbHBIX
JAHHBIX, BKJIIOYas  KJIIOYEBYIO, MapoOJbHYI0O M  ayTeHTH(PUUIUPYIOUIYIO
undopmanuto CK3U;

NOKYMEHTBI, J€Jla, JKypHaJIbl, KapTOTEKH, HW3JaHHS, TEXHUYECKUE
JIOKYMEHTBI, paboure Marepuaibl U T. M., B KOTOPHIX OTpPa)K€Ha 3alllUIlaeMast
unopmanus, otHocamasics k WCIIJJH u ux xpunrorpapuyeckoi 3amuTe,
Bkmrouass JgokymeHtanuio Ha CK3M m Ha TexHMYECKMEe W IPOTPAMMHBIE
KOMIIOHEHTHI cpefipl pyHkunonupoBanus CK3U;

HOCUTENM 3amminaeMoi mHpopmanuu, ucnoyibzyemeie B MC B mporecce
KpUnrorpauyecko 3aluThl MEePCOHAJIbHBIX JAaHHBIX, HOCUTENIN KIIIOYEBOM,
napoJyibHOM U ayTeHTUuupyromeil napopmanuun CK3U u nmopsaok goctyna K
HUM;

HCIOJIb3yeMble HWH()OPMAIMOHHOW CHUCTEMOUW KaHalbl (JIMHUM) CBSI3H,
BKJTIOYasi KaOeJIbHbIE CUCTEMBI,

NOMEUIEHUs, B KOTOPBIX HaxonATcs pecypcsl MC, nmeromye OTHOEHHE K
KpunrorpaduyecKkou 3anuTe NepCcoOHaTbHBIX JaHHBIX.

3.7. Peamuzanms  yrpo3  0€30MacHOCTH  TEPCOHAJBHBIX  JIAHHBIX,
obpabarsiBaembix B MCII/IH, onpenensieTcss BO3MOXHOCTSIMHA UCTOYHUKOB aTak.
Ha ocHOBaHWM MCXOJHBIX JTaHHBIX 00 OOBEKTaX 3alIUThl U UCTOUYHHMKAX aTak B
tabmuue 1 gus MBY JIO «CnoprtuBHas mikosia Paccka3zoBckoro paioHay
ornpeeneHbl 0000IeHHbIE BO3MOKHOCTH UCTOYHUKOB aTax.

Tabauna 1
O000111eHHbIE BO3MOKHOCTH HCTOYHHUKOB aTak Ha/Hert
1 2
1. BO3MOXHOCTH CaMOCTOSITEILHO OCYIIECTBIIATh CO3JaHHUE CIIOCOOOB arTak, a
MOJITOTOBKY M MPOBEJCHUE aTaK TOJIHKO 3a IpeieJIaMU KOHTPOIUPYEMOI 30HBI
2. BO3MOXHOCTh CaMOCTOSITEIbHO OCYIIECTBIIATH CO3JaHUE CIIOCOOOB aTak, Jla

NOJrOTOBKY M IPOBEACHHE aTak B Mpelenax KOHTPOJIUPYeMOH 30HbBI, HO 0e3
¢u3nyeckoro JOCTyma K ammapaTHeIM cpeactBam (najgee - AC), Ha KOTOpBIX
peanuzoBanbl CK3U u cpena ux GyHKIIMOHUPOBAHUS

3. BO3MOXHOCTH CaMOCTOSITENTPHO OCYIIECTBIATH CO3JaHHE crmocoboB arak, | Her
MOJIOTOBKY M NMPOBEJIEHUE aTaK B MpeJesiax KOHTPOIUPYEMON 30HBI ¢ (PU3MUYECKUM
noctynoM Kk AC, Ha kotopsIx peanuszoBanbl CK3U u cpena nx QyHKIIMOHUpOBaHUS

4. BO3MOXHOCTh IPUBJIEKAThH CHEIMAINCTOB, UMEIOIIUX OIBIT pa3paboTku U aHanu3a | Her
CK3U (Bxirovas CreMaIMCTOB B 00JIACTH aHallM3a CUTHAJIOB JIMHEHHOM Tepenayu u
CUTHAJIOB MOOOYHOT'0 AJIEKTPOMArHUTHOTO M3nyyeHus: 1 HaBojok CK3)
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5. BO3MOXXHOCTh MPUBJIEKATH CIEIUATHNCTOB, HMEIOIINX OMBIT pa3padOTKX U aHAIN3a Her
CK3U (Bxiroyasi CHEIUaIuCTOB B O0JACTH HMCIOJIB30BAHUS Ui peallu3allid aTak
HEJIOKYMEHTHPOBAHHBIX BO3MOYKHOCTEH MPUKIATHOTO TPOTPAMMHOTO 00€eCTICUCHUS)

6. BO3MOXXHOCTb IPUBJIEKATh CHELMATNCTOB, UMEIOLIUX OMNBIT pa3paboTku U aHanu3a | Her
CK3U (Bxirouasi cnequaaucToB B 00JacTH MCIOJIB30BAHMS UIsl peayn3allii aTak
HEJOKYMEHTHPOBAaHHBIX ~ BO3MOXKHOCTEH  ammapatHoro M IPOTrpaMMHOIO
KOMIOHEHTOB cpeabl pyHkimonupoBanus CK3N)

3.8. B cooTBeTcTBUU ¢ 0OOOIIEHHBIMA BO3MOKHOCTSIMA HCTOYHHKOB aTaK
(tabmuma 1) omnpeneneHbl JBE aKTyaJbHbIE YTOYHEHHBIE BO3MOXHOCTH
HapyIIUTEeIeH U HalpaBiIeHUs aTakK (COOTBETCTBYIOIIME aKTyalbHbIE YTPO3bI JJIs
NC) (tabnuna 2).

Tabmuna 2
YTouHEHHBIE BOBMOKHOCTH AKTyanbHOCTh O6ocHOBaHKE OTCYTCTBUS
HapyIIUTEICH W HAIPABICHUS WCITOJI30BAHUS
aTak (COOTBETCTBYIOIIHE (mpuMeHeHHus) IS
aKTyaJIbHBIC YTPO3bI) MOCTPOCHUS U
peayii3alym aTak
1 2 3
1. [IpoBenenue aTaku npu HeaxryansHo [IpoBoasiTcst paboTHI MO MOA00PY
HAXO0XKJICHUU B Mpeeiax NepCcoHaIa; MPEICTAaBUTEIIN
KOHTPOJUPYEMOU 30HBI TEXHUYCCKUX, OOCTYKUBAIOIINUX U

JIPYTUX BCIIOMOTATENbHBIX CIIYXO Mpu
paboTe B MoMeUIeHUAX (CTOMKax), r1e
pacnonoxxensl CK3U, u corpyaHuku, He
saBIIsonrecs noae3obaresimMu CK3U,
HaXOJISITCS B ATUX MOMEIIEHUSIX TOJIBKO
B MMPUCYTCTBUU COTPYTHUKOB IO
AKCIUTyaTaluu;

COTPYJHUKH, SIBISIOMIAECS
nonbs3oBateasimu UCITJIH, HO He
saBIIsonrecs noap3obareirsiMu CK3U,
POUH(OPMHUPOBAHBI O MPABHIIAX
pa6otsl B UCIIIH 1 OTBETCTBEHHOCTH
3a HECOOII0ICHHE MPABHI 00ecTIeUeHUS
Oe3omacHOCTH HH(pOpMaIUK;
nonb3oBaTenn CK3U
MpouH(OPMUPOBAHBI O TIPaBUIIAX
pa6otsr B UCIIJIH, npaBuiax paboTsl C
CK3MU u 0TBETCTBEHHOCTH 3a
HeCOOI0/IeHne TpaBuil o0ecTieueHus
6e3omacHocTH UH(POpPMAITUK;
MTOMEIIEHUS], B KOTOPBIX PaCIoararTcs
CK3U, ocHamieHbl BXOJAHBIMH IBEPHMU
C HaJeKHBIMH 3aMKaMH, 00eCIICUEHO
MMOCTOSIHHOE 3aKpbITUE JIBEpe
MTOMEIIEHUI Ha 3aMOK, U UX OTKPBITHE
OCYIIECTBISIETCS TOJIBKO JJIs
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CaHKIIMOHUPOBAHHOTO MPOXO0/1a;
YTBEPK/ICHBI ITPaBUJIA JIOCTYyINA B
nomMenieHus, rae pacnonaratrorcs CK3U,
B pabouee U Hepabouee BpeMsi, a TAKKE
B HEIITATHBIX CUTYalUsIX;

YTBEPKJICH MepedyeHb JIUII, UMEIOIINX
MPaBo JOCTyMa B MOMEIIECHHUS, TI€
pacnomnaratorcsi CK3U;
OCYILIECTBIISCTCS pa3rpaHUYCHUE U
KOHTPOJIb JOCTYIA MOJIb30BaTeNeH K
3alIUIIaeMbIM pecypcam;
OCYIIECTBJISICTCS PETUCTPALUs U yUeT
nercTBul nosp3oBarenei ¢ [1/1H;
OCYIIECTBJISETCS KOHTPOIb
LEITIOCTHOCTHU CPEACTB 3auuThl; Ha APM
U cepBepax, Ha KOTOPHIX YCTaHOBJICHBI
CK3WU, ucnons3yrorcs
ceprudunuponanusie C3U ot
HECAHKIIMOHUPOBAHHOTO JOCTYIIa
(manee - HCJI);

UCITOJIB3YIOTCS CEPTUDHUITUPOBAHHBIC
Cpe/ICTBa AHTHBUPYCHOM 3aIlIUTHI

2. [IpoBenenne aTtak Ha dTarne
skcruryaranuu CK3U Ha
ClenyIone 00bEKTHI:
noxkyMeHntanuioo Ha CK3U u
KoMnoHeHTEl CD;
MTOMEIIECHHS, B KOTOPBIX
HaXOJIUTCS COBOKYITHOCTH
MPOTPaMMHBIX U
TEXHHYECKUX DJIEMEHTOB
cucteM 00pabOTKH JTaHHBIX,
CIIOCOOHBIX
GYHKIIMOHUPOBATH
CaMOCTOSITEILHO WU B
COCTaBE€ CPEJICTB
BBIYHMCIITUTEIBHON TEXHUKH

(nanee - CBT) u C®

HeakryansHo

[IpoBondarcs paboTsl 0 MOAO0PY
HepcoHaa;

nokymeHTanus Ha CK3U xpanutcs y
oTBercTBeHHOro 3a CK3U B
MeTayuTmIecKkoM ceride;

MOMEIEHHS], B KOTOPBIX PACIIOIaratoTcs
nokymenTtanus Ha CK3U, CK3U u
KOMITIOHEHThI CD, OcHaIEHBI
BXOJIHBIMHU JIBEPbMH C HAJICKHBIMU
3aMKaMH, 00ecried4eHO OCTOSIHHOE
3aKpbITHE JBEpEN TOMEIIECHUI Ha
3aMOK, U UX OTKPBITHE OCYLIECTBISAETCS
TOJIBKO J1JI1 CAHKIITMOHUPOBAHHOTO
IIPOX0/a;

YTBEPKJIEH MepeUeHb JIULI, UMEIOIINX
IIPaBO JIOCTYIA B IOMELIEHHUS

3. [Nommyuenune B pamMkax
MPEOCTABICHHBIX
IMOJTHOMOUYHI, a TAaKXKE B
pe3ynbTaTe HabII0IeHu!
cienyrouieit nHGopMaIum:
CBEJICHMI 0 PU3UUECKHUX
Mepax 3aluThl 00bEKTOB, B
KOTOPBIX pa3MelIeHbI
pecypcsl UHGOPMAITMOHHON
CHUCTEMBI;

CBEJICHHI O Mepax Mo
o0ecrneyeHunto
KOHTPOJIMPYEMOU 30HBI

AKTyaJbHO
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00BEKTOB, B KOTOPBIX

pa3MeleHbl pecypChl

MH(OPMAIMOHHON CHCTEMBI;

CBEJICHUH 0 Mepax I10

pasrpaHUYEHUIO 10CTYIA B

MOMEIIECHHUSI, B KOTOPBIX

Haxonarca CBT, Ha KoTOpbIX

peanu3oBanbl CK3U1 u CO

4. Vlcnonp30BaHME IITATHRIX | AKTyaJIbHO

cpeacts UCII/H,

OTpaHUYCHHOE MEpPaMHU,

peann30BaHHBIMU B

nH(}OPMAIIMOHHON CUCTEME, B

KOTOPOM UCIOJIBb3YEeTCs

CK3MU, u HanpaBJICHHBIMH Ha

Ipe10TBpAIICHUE U

MpeceveHue

HECAHKIIMOHUPOBAHHBIX

NEeUCTBUN

5. duznueckuit 10CTyM K HeakryansHo [IpoBoasiTcst paboTHI MO OA00PY

CBT, Ha KOTOpBIX IEepCoHanNa;

peanuzoBanbl CK3U u CO ITIOMEILEHHUS, B KOTOPBIX PacIojaararTcs
CBT, Ha KOTOpBIX pacnojiaraloTcs
CK3U u CD, ocHaleHbl BXOIHBIMU
JIBEPbMHU C 3aMKaMHU, 00ecTieunBaeTCst
IIOCTOSIHHOE 3aKpbITHE JIBEpEH
MOMEIICHHH Ha 3aMOK U UX OTKPBITHE
TOJIBKO J1JI1 CAHKIITMOHUPOBAHHOTO
Ipoxoja

6. Bo3mMoxxHOCTB HeaxryansHo [TpoBoasiTcst paboTHI MO MO00PY

BO3/I€HCTBOBATh Ha nepcoHana;

arnmapaTHble KOMITOHEHTHI MIOMEIIEHUS], B KOTOPBIX pacrojiararoTcs

CK3U u CO, orpanuueHHas CK3U u CD, ocHameHbl BXOAHBIMHA

MepaMHu, peau30BaHHBIMU B JIBEpPbMHU C 3aMKaMHU, 00ecTieurnBaeTcst

nH(OPMAIIMOHHON CUCTEME, B IIOCTOSIHHOE 3aKpBITHE JBEpPEN

KOTOpPOH UCIOJIb3yETCS MTOMEIIEHUI Ha 3aMOK U UX OTKPBITHE

CK3WU, 1 HanpaBiI€HHBIMU HA TOJIBKO JIJIsi CAHKIIHOHUPOBAHHOTO

Ipe10TBpalleHUE U IpOX0/1a;

IIPECEUEHHE MPEJCTABUTENHN TEXHUYECKHUX,

HECAHKIIMOHUPOBAHHBIX 00CITYXKUBAIOIIUX U JPYTUX

JNeUCTBUI BCIIOMOTATENbHBIX CITYKO Ipu paboTte B
MOMEIIeHMX (CTolKax), rae
pacnonoxxeHbl koMmnoHeHTsl CK3U u
C®, u COTpYAHUKH, HE SBIISIIOIINECS
nons3oBaTensMu CK3U, naxonarcs B
ATUX TTOMENIEHUIX TOIBKO B
MPUCYTCTBUHU COTPYIHUKOB IO
SKCILTyaTaIuu

7. Coznanue crnoco0os, HeaktyanbHo He ocymectBisiercst o6paboTka

IMOATOTOBKA U MPOBCACHUC
aTaK C IPHUBJICUCHUCM

CBEIIEHHH, COCTABIISIONINX
roCyJJapCTBEHHYIO TaliHY, & TAKXKE UHBIX
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CHEIHAIUCTOB B 00JIACTH CBEJICHM, KOTOpbIE MOTYT

aHaJM3a CUTHAJIOB, IIPEACTABIISITh HHTEPEC IS peaIn3aliu

COIPOBOXKAAIOIIUX BO3MO>KHOCTH;

¢ynkuonupoBanue CK3U u BBICOKAsi CTOUMOCTB U CJIOKHOCTb

C®, u B obnactu IIOATOTOBKHU peaIn3aliy BO3MOXHOCTH;

UCIIOJIb30BaHUS IS IPOBOASATCS pabOThI O OAOOPY

peanu3zanuu arak H/IB IepcoHana;

npuxsagHoro 10 MOMEIIEHHS, B KOTOPBIX PACIIOIararoTCs
CK3U u CD, ocHalieHbl BXOIHBIMU
JBEPbMHU C 3aMKaMH, 00ecrieqrBaeTcs
IIOCTOSIHHOE 3aKpbITUE JIBEpEN
HOMEIIEHUH Ha 3aMOK U X OTKpPBITHE
TOJIBKO J1JIs1 CAHKIIMOHUPOBAHHOTO
IPOX0/a;
MPEJICTAaBUTENIN TEXHUYECKUX,
00CTyKUBAIOLIMX U IPYTUX
BCIIOMOTATENILHBIX CITY)KO IIpu paboTe B
MMOMEIIECHUX (CTOWKaX), Tae
pacrnonoxxensl komnonenTsl CK3U u
C®, u cOTpYIHUKH, HE SABJISAIOIINECS
nosb3oBareasmu CK3U, naxonsarcs B
3TUX NOMEILIEHUIX TOJIBKO B
MPHUCYTCTBHH COTPYIHUKOB IO
HKCIUTyaTaluH;
OCYULIECTBJISIETCS pa3rpaHUueHUE U
KOHTPOJIb JOCTYIIA [10JIb30BaTENCH K
3alllMIAaEMbIM peCypcaMm;
OCYIIIECTBIISETCS PErUCTpalis U y4eT
JIECTBUM MOJIL30BATENICH;
Ha APM u cepBepax, Ha KOTOpPBIX
yctaHoBiensl CK3U: ucnonbs3yrorcs
ceprudunuposannsie C3U or HC/J;
UCIIOJIb3YIOTCS CEPTU(HUIMPOBAHHbBIE
CpeJICTBA aHTUBUPYCHOM 3aIIUTHI

8. [IpoBencHwme HeaxryansHo He ocymecTBnsercs o6padoTka

1a00paTOPHBIX CBEJICHMI, COCTABIAIOLINX

uccinenosanuit CK3U, roCy/1apCTBEHHYIO TaifHYy, a TaK)Ke UHBIX

UCIIOJIb3YEMbIX BHE CBEJICHHI, KOTOpbIE MOTYT

KOHTPOJIUPYEMOM 30HBI, MPEACTABISATh HHTEPEC JUISl peau3aluu

OTrpaHUYEHHOE MEPAMH, BO3MOKHOCTH;

peaNn30BaHHBIMH B BBICOKAsi CTOMMOCTb U CII0KHOCTh

UH(POPMAIIMOHHOI cucTeme, B MOJIOTOBKU Pean3allii BO3MOKHOCTH

KOTOPOM UCIONIb3YyEeTCA

CK3U, 1 HanpaBIE€HHBIMH Ha

pe0TBpalleHHe U

IIpECEUEHHE

HECAaHKIIMOHUPOBAHHBIX

JEUCTBUHI

9. [IpoBeaenue paboT 1Mo HeaxryansHo He ocymecTBnsercs o6padoTka

CO3JaHUIO cIoco0oB u
CpE€ACTB aTaK B HAYYHO-

CBEJCHUH, COCTABIISIOLIUX
TOCYJapCTBEHHYIO TAHY, @ TAKKE UHBIX
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HCCJIeI0BATENbCKUX LIEHTpaX, CBEJICHU, KOTOPbIE MOTYT
CIIELIMATM3UPYIOLIUXCS B MPEJCTABIISITH UHTEPEC ISl pealnu3aiun
obnacTtu pa3paboTku u BO3MO>KHOCTH;
anasmmza CK3U u CD, B Tom BBICOKASI CTOMMOCTD M CIIOKHOCTH
YHCJIE C UCIIOJIb30BAaHUEM MOJTOTOBKHU PeaTu3alii BO3MOXHOCTH
UCXOJIHBIX TEKCTOB
Bxozsiero B CO
npukiaaaoro I10,

HEMOCPEICTBEHHO

HCIIOJIb3YIOIIETO BHI30OBBI

IPOrPaMMHBIX (yHKITHHA

CK3U1

10. Co3ganue croco0oB, HeakryansHo He ocymecTBnsercs o6padboTka

MOATOTOBKA U MPOBEJICHUE CBEJICHUM, COCTABIISIFOLIUX

aTak ¢ MpUBJICYCHUEM roCyIapCTBEHHYIO TaifHY, a TaK)Ke UHBIX

CIELHATUCTOB B 00JIaCTH CBEJICHUM, KOTOPBHIE MOTYT

UCIIOJIb30BAHUS IS MPEACTABISTh HHTEPEC VISl peaan3aluu

peanuzanuu atak H/IB BO3MOXHOCTH;

cuctemuoro I10 BBICOKAsi CTOMMOCTbD U CIIOKHOCTh
MOJTOTOBKHU PeaTu3alii BO3MOKHOCTH;
MPOBOJATCA PabOTHI IO MOAOOPY
MepcoHana;
MTOMEIIEHUS], B KOTOPBIX PACIOararTcs
CK3U u CD, ocHamieHbl BXOTHBIMHU
JBEPbMH C 3aMKaMH, 00€CIIeYnBaCTCS
MIOCTOSIHHOE 3aKPBITHUE JBEpEi
MTOMEIIEHUI Ha 3aMOK U UX OTKPBITHE
TOJIBKO J1JIs1 CAHKIITMOHUPOBAHHOTO
IpOX0/1a;
MPEJCTABUTENHN TEXHUYECKUX,
00CTyKUBAIOUIUX U IPYTUX
BCIIOMOTATENbHBIX CIYKO Ipu paboTe B
MOMEIIeHMX (CTOoMKax), rae
pacnonoxxeHbsl komnoHeHTsl CK3U n
C®, u cCOTpyAHUKH, HE SBIISTIOLTUECS
nons3oBaTensmMu CK3U, naxonarcs B
ATUX TTOMEIEHUIX TOJIBKO B
MPUCYTCTBUHU COTPYJHUKOB IO
AKCIUTyaTaInu;
OCYIIECTBISETCS pa3rpaHUYEHUE U
KOHTPOJIb JJOCTYIA M0JIb30BaTeNeH K
3alUIIaeMbIM peECypCcaM;
OCYIIECTBIISIETCS PETUCTPALIHS U yUeT
JEHUCTBUI MOJIb30BaTENICH;
Ha APM u cepBepax, Ha KOTOpPBIX
ycranosiensl CK3U, nucnons3yrores
ceprudunuponanusie C3U ot HC/I;
UCIIOJIB3YIOTCS CEPTUHUITUPOBAHHBIC
CpPEJCTBA AHTUBUPYCHOM 3aIUTHI

11. Bo3aMoxkHOCTB HeaxryansHo He ocymectBnsiercs 06paboTka

pacnojiaratb CBEACHUAMU,

CBEIIEHUH, COCTABIISIONINX
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coJiepKalluMHUCS B roCy1apCTBEHHYIO TaifHYy, a TaK)Ke UHBIX

KOHCTPYKTOPCKOU CBEJEHHI, KOTOPbIE MOTYT

JOKYMEHTAIUU Ha MPEACTABISTh HHTEPEC VISl peaan3aluu

anmapaTHble U IPOrpaMMHBIE BO3MOKHOCTH

KoMroHeHTbl CD

12. Bo3MOXHOCTb HeakTyansHo He ocymecTBasiercs 06paboTka

BO3/ICICTBOBATH HA JIOOBIE CBEJICHU, COCTABJISIOLINX

koMiioHeHTsl CK3U u CO roCyJapCTBEHHYIO TaliHYy, & TAKXKE UHBIX
CBEJICHUI, KOTOPHIE MOTYT
IIPEACTABIISITH MHTEPEC VISl pealn3aluu
BO3MOKHOCTH

4, OHpe,ZIeJICHI/IG dKTYAJIbHBIX YI'PO3 0e30ITaCHOCTH IICPCOHAJIbHBIX JAdHHBIX B
I/IH(i)OpMaHI/IOHHLIX CUCTCMax ICPCOHAJIBHBIX JaHHBIX

4.1. Ha ocHOBe NpOBEACHHOIO aHanu3a 0aHKa JJaHHBIX yTpo3 0€301aCHOCTU
unpopmarmu  (Www.bdu.fstec.ru) ¢ ydérom CTPYKTypHO-(PYHKIIMOHAIBHBIX
xapaktepuctuk TUNOBbIX MC, a Takke NMpUMEHSIEMbIX B HUX UH()OPMAITMOHHBIX
TEXHOJIOrui U ocobenHoctel pynkunonuponanus, B UC MBY J1O «CnoptuBHas
mkona Paccka3zoBCKoro paiioHa» MOTYT ObITh aKTyaJbHbI CIEIYIOLIUE YTPO3bI
oe3zonacHoctu UCII/H:

YBU.3 VYrpo3a anamu3a Kpuntorpauueckux ajJropuTMOB U HX
peanuzaluu;

YBU.4 Yrpo3a anmapataoro copoca napois BIOS;

YBU.6 Yrpo3a BHeAPEHUS KO/ia UM TaHHBIX;

YBU.7 Yrpo3a BO3ACHCTBHS HA IPOTPAMMBI C BBICOKUMU IPUBUJIETUAMU,

YBU.8 Yrpo3a BoccTaHOBICHUS ayTeHTU(DUKAITMOHHOW HHGPOpMAIUK;

YBI.9 Yrpo3a BoccTaHoBieHUS TIpeAbIayIIei ys3pumoil Bepcuu BIOS;

YBU.12 Vrpo3za AeCTpyKTUBHOIO HW3MEHEHUS KOH(PUTYpaLUH/Cpebl
OKPY>KEHHUSI TPOrpaMm;

YBU.13 VYrpo3a neCTpyKTUBHOIO MCHOJIB30BAHUSA JIEKJIAPUPOBAHHOIO
¢dbynknuonana BIOS;

YbU.14 VYrpo3a MIHTENBHOIO YAEPkKAHUS BBIYUCIUTEIBHBIX PECYPCOB
M0JIb30BATEIISIMU;

YBU.15 Vrposza goctyna k 3amuuiaemMbiM ¢ailjiaM ¢ HCIOJIb30BaHUEM
00XOJTHOTO MYTH;

YBU.16 VYrposza goctyna K JOKaJdbHbIM (pailnam cepBepa MpU MOMOIIH
URL;

YBU.17 Yrpo3sa nocryna/nepexsata/uzmenenuss HTTP cookies;

YBU.18 Yrpo3a 3arpy3ku HEMITAaTHOW ONEPAMOHHON CUCTEMBI;

YBU.19 Yrpo3za 3apaxenuss DNS-kemna;

YBU.22 Yrpo3a u30bITOYHOTO BBIICJICHHS OTIEPATUBHON NaMATH;

YBU.23 Yrpo3a u3MeHEHUs] KOMIIOHEHTOB CUCTEMBI;

YBU.26 Yrpo3sa uckaxenus XML-cxemsbr;

YBU.27 VYrposa uckaxeHus BBOAMMON M BBIBOJAMMOW Ha mnepudepuiinbie
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yCTpOMCTBa MH(POpMALIHH;

YBN.28 VYrpo3za wucnoib30BaHUsA ajlbTEPHATHUBHBIX NyTEW JOCTyNa K
pecypcaw;

YBU.30  VYrpoza wucnonb3oBaHus ~HHGOpMANUU — UACHTH(PUKALIUN/
ayTeHTU(UKALMHU, 3aJaHHON M0 YMOIYAHHUIO;

YBU.31 VYrpo3a HCHONBb30BaHMS MEXAaHU3MOB  aBTOpU3ALMUU IS
MOBBIIICHUS IPUBUJIETUH;

YBU.32 Yrpo3a ucnonp30BaHus NOAACIbHBIX UPPoBbIX moanuceii BIOS;

YBU.33 VYrpo3za wucnosib30BaHHUs C€IA00CTEl KOJUPOBAHUS BXOJHBIX
JAHHBIX;

YBbU.34 VYrpo3a wucnonap3oBaHusi ciaadoCTeil MPOTOKOJIOB CETEBOro/
JIOKaJIbHOTO0 OOMEHA JJaHHBIMU;

YBU.36 Yrposa uccineqoBaHus MEXaHU3MOB paOOThI MPOTPAMMBI;

YBU.37 Yrposa uccinegoBaHus NpUioKeHUs: yepe3 0TYETHI 00 omundKax;

YBU.39 VYrposza wucuepmaHus 3amaca KIO4YeH, HEOOXOAUMBIX JIJIs
oonosienus BIOS;

YBbU.41 Yrpo3a MeKCAaUTOBOTO CKPUIITUHIA;

YBHN.42 Yrpo3a MmexcalTOBOM MOAACIKH 3aIpOCa;

YBU.45 Yrposa HapymeHus uzoasanun cpeasl ucnonaeHus BIOS;

YBbU.49 Yrpo3a HapyleHHs LIETOCTHOCTH JaHHBIX KEIla;

YBU.51 VYrpo3a HEBO3MOXHOCTM BOCCTAHOBJIEHUSI CECCHUM pabOThl Ha
[I9BM 1npu BBIBOJIE U3 NPOMEKYTOUHBIX COCTOSHUM ITUTAHUS;

YBU.53 VYrpo3a HEBO3MOKHOCTM YIPAaBICHUS IpPaBaMH MOJIb30BaTEIEH
BIOS;

YBU.59 VYrpo3za HEKOHTPOJIMPYEMOTO pOCTa YHUCIa 3ape3€pPBHUPOBAHHBIX
BBIYMCIIUTEIBHBIX PECYPCOB;

YBU.62 VYrpo3a HEKOPPEKTHOTO HCIMOJb30BAHUS IMPO3PAYHOTO MPOKCH-
cepBepa 3a cuéT IIarnHOB Opay3epa;

YBU.63  Yrpoza  HEKOPPEKTHOTO  HCIOJB30BaHMS  (PyHKIIMOHAJA
MPOTPAMMHOTO 00ECIICUCHMUS;

YBU.67 VYrpo3za HEnpaBOMEPHOTO O3HAKOMJICHUS C 3alllUMIIaeMOM
uH(popManuei;

YBU.68  VYrpo3za  HenmpaBOMEpPHOTO/HEKOPPEKTHOIO  HMCIOJIb30BaHUS
uHTep(eiica B3aMMOIEHCTBUS C IPUIIOKEHUEM;

YBU.69 Yrpos3a HENpaBOMEPHBIX JEUCTBUN B KaHAJIAX CBS3H;

YBU.71 VYrpo3a HECAaHKIIMOHUPOBAHHOIO BOCCTAHOBJIECHUS YyIAIEHHON
3ammuInaeMon nHpopMaIuu;

YBU.72 VYrpo3a HECaHKIMOHUPOBAHHOTO BBIKIIOYCHUS WX 00Xx0/1a
MexaHu3Ma 3amuThl oT 3anucu B BIOS;

YBU.74 Yrpo3a HECaHKIIMOHUPOBAHHOTO JIOCTYTA K ayTeHTU(PUKAMOHHON
uHpopMmanuu;

YBU.86 VYrposa HECAHKIIMOHUPOBAHHOTO U3MEHEHUS
ayTeHTU(UKAIMOHHON MH(pOopMaLny;

YBU.87 Yrpo3sa HECAHKLIMOHUPOBAHHOTO VCTIOJIb30BAHUS
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npuBuierupoBanHbix Qynkuuii BIOS;

YBUN.88 VYrpo3a HECAaHKIIMOHUPOBAHHOTO KOMHUPOBAHMS 3alUIIAEMON
uH(pOopMaInH;

YBU.89 Yrpo3a HECAHKIIMOHUPOBAHHOI'O PENAKTUPOBAHHUS PEECTPA;

YBbM.90 VYrpo3a HECaHKIMOHUPOBAHHOTO CO3JAaHHUS YYETHOW 3amucH
IIOJIB30BATEIIS;

YBU.91 VYrpo3za HECAaHKIIMOHUPOBAHHOTO YJAJCHUS  3allUIlaeMOil
uH(pOpMaINH;

YBI.93 Yrpo3a HeCaHKITMOHUPOBAHHOTO yIpaBiieHus Oydepom;

YBU.94 Yrpo3a HeCaHKIIMOHUPOBAHHOTO YNPABICHUS CUHXPOHU3AIMENH U
COCTOSIHHEM;

YBU.95 Yrpo3a HECAHKIIMOHUPOBAHHOTO YIIPABJICHUS YKA3aTEIAMU;

YBU1.98 VYrpo3a oOHapyX eHHS OTKpPBITBIX TMOPTOB W HUJCHTUPUKALIUU
MPUBS3aHHBIX K HEMY CETEBBIX CITYKO;

YBIN.99 Yrposa oOHapyKeHUsT XOCTOB;

YBU.100 VYrpo3a o00xoaa HEKOPPEKTHO HACTPOEHHBIX MEXaHU3MOB
ayTeHTU(UKALIUH;

YBbU.102 VYrpo3a omocpenoBaHHOTO YHOPAaBICHUS TIPYNIONM IPOTpaMm
Yyepe3 COBMECTHO MCIOJIb3yEMbIE JaHHBIE;

YBU.103 Yrpoza onpeaeneHus TUTIOB OOBEKTOB 3aIlIUTHI;

YBU.104 Yrpo3a onpeaeneHus: TOMOJOTUN BHIYUCIUTEIBHON CETH;

YBU.107 Yrpo3a oTKII0YEHUSI KOHTPOJIbHBIX TaTYUKOB;

YBU.109 Yrpo3sa nepebopa Bcex HACTPOEK U MAPAMETPOB MPUTIOKESHUS;

YBU.111 VYrpo3a nepenaun T1aHHBIX MO CKPBITHIM KaHaJaM;

YBU.113 VYrpoza nepe3arpy3ku anmapaTHbIX U MPOrPaAMMHO-ANIAPATHBIX
CPEACTB BBIYMCIUTEIbHON TEXHUKHU;

YBU.114 Yrpo3a nepenoiHeHUs LEJIO0UYNCICHHBIX IEPEMEHHBIX;

YBU.115 Yrpo3a nepexBaTa BBOAMMON M BBIBOAMMOI Ha nepudepuiiHbIe
yCTpOMCTBa MH(POpPMALIHH;

YBU.116 Yrpo3a nepexBaTa TaHHBIX, IEPEAABAEMBIX MO BBIYUCIUTEILHON
CETH;

YBbU.117 Yrpo3a nepexsaTa NpUBUIETUPOBAHHOTO MOTOKA;

YBU.118 Yrpo3a nepexBaTa NpUBUIETHPOBAHHOTO MPOLIECCA;

YBU.121 Yrpo3a noBpexaeHUss CHCTEMHOTO PEECTPA;

YBU.122 Yrpo3a noBbILIEHNUS TPUBUIIETUN;

YBU.123 Yrpoza noadopa mapons BIOS;

YBU.124 Yrpo3a noanenku 3anuceil sxypHaia perucTpaiuu COObITHI;

YBU.127 Yrpo3a noaMeHsl ASHCTBUS MOJIb30BATENS MyTEM 00MaHa;

YBU.128 Yrpo3a nogMeHbl TOBEPEHHOTO MOJIb30BATENS;

YBU.129 Yrpo3a noaMeHsl pe3epBHON KOMMUH MPOTrPAMMHOTO 00eCIIeUeHUs
BIOS;

YBU.130 Yrpo3a nogMeHbl COAEPKUMOTrO CETEBBIX PECYPCOB;

YBU.131 Yrposa nogMeHsl cyObeKTa CETEBOTO JOCTYIA;

YBU.132 VYrpo3a nonydyeHus npenBaputesbHo nHbopManuu 00 00bekTe
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3aIIUTHI;

YBU.139 Vrpoza npeogosieHus Gu3n4ecKou 3amuThi;

YBU.140 VYrpo3a mnpuBeAcHUS CUCTEMbl B COCTOSIHHE «OTKa3 B
00CITy>)KUBAaHUN;

YBU.143 VYrpo3a nporpaMMHOTO BBIBEICHUS U3 CTPOS CPEJICTB XPaHEHHUS,
00paboTku U (WiIK) BBOJIa/BhIBOIA/TIepeiaun HH(GOPMAIIHH;

YBU.144 Yrposa nporpammuoro copoca napois BIOS;

YBU.145 VYrpo3a mnpomycka HOpOBEPKH 1EIOCTHOCTH MPOTPAMMHOIO
o0OecCIIeUCHHS;

YBU.149 Vrpoza c6osi 00pabOTKu crenuaibHbIM 00pa3oM H3MEHEHHBIX
(baitnos;

YBU.152 Yrpo3za ynanenus ayTeHTUPUKAITMOHHON HHPOpMAIUK;

YBU.153 VYrpo3a ycuineHus BO3ACHCTBUS Ha BBIYMCIUTEIBHBIE PECYPCHI
MOJIB30BATEIICH MPU TOMOIIU CTOPOHHUX CEPBEPOB;

YBU.154  Vrpoza  yCTaHOBKM  YS3BHUMBIX  BEpCUM  OOHOBJICHUS
nporpammHoro obecrneuenus BIOS;

YBU.155 Yrposa yTpaTbl BEIYUCIUTEIBHBIX PECYPCOB;

YBU.156 Yrposa yrpatel HocuTenei nHpopmanuu;

YBU.157 VYrpo3a ¢u3ndeckoro BBIBEAEHUS U3 CTPOSI CPEACTB XpaHEHUs,
00paboTKu U (MaM) BBOJA/BBIBOIAa/TIEpEIaui HHPOPMALINH;

YBU.158 Yrpoza hopmatupoBanusi HocuTele nHGopMaIuu;

YBU.159 VYrpoza «hopcupoBaHHOTO BEO-Opay3nHTa;

YBU.160 VYrposa xwumieHus CpeACTB XpaHEHHUs, OOpabOTKH U (WUJIH)
BBO/J1a/BbIBOAa/TIepeaau HHGOPMAIUK;

YBU.162 Yrpo3za skcruryaTanuu nu@poBoi MOAMUCH POTPAaMMHOTO KOJIa;

YBU.163 VYrpo3a nepexsara WCKJIFOUCHUS/CUTHAJIA u3
MPUBUIIETUPOBAHHOTO 0JI0Ka (DYHKITUI;

YBU.167  VYrpo3a  3apaxeHHsi  KOMIIbIOTEpa  NOpU  IOCELICHUHU
HeOJIaroHaE¢KHBIX CalTOB;

YBU.168 Yrpo3a «kpaxkuy» y4ETHOM 3alIUCH JOCTYIIA K CETEBBIM CEPBUCAM,;

YBU.170 Yrposa HenpaBoMepHOTo muppoBaHus HHPOPpMALUK;

YBU.171 Yrpo3a CKphITHOTO BKJIFOYEHHUSI BBIYMCIUTEIBHOTO YCTPOMCTBA B
cocTaB OOT-CCTH;

YBU.172 Yrpo3a pacipoCTpaHEHUSI «IIOYTOBBIX YEPBEI»;

YBU.173 Yrpoza «cnamay BeO-cepBepa;

YBU.174 Yrpo3za «papmunray;

YBU.175 Yrpo3za «pummnray;

YBU.176 VYrpo3za HapylieHHUsS TEXHOJIOTUUYECKOTO/TIPOU3BOICTBEHHOTO
npolrecca u3-3a BPEMEHHBIX 33JI€PKEK, BHOCUMBIX CPEICTBOM 3alUTHI;

YBU.177 VYrpo3a HENOATBEPXKIAEHHOTO BBOJA JAHHBIX OIEPATOPOM B
CUCTEMY, CBSI3aHHYIO C O€30MaCHOCTHIO;

YBU.178 ¥Yrpo3za HECaHKIIMOHUPOBAHHOTO HCHOJb30BAHUA CHUCTEMHBIX U
CETEBBIX YTUJIUT;

YBU.179 VYrpo3a HECaHKIIMOHMPOBAHHOW MOJu(UKAIMK 3allUIIacMON
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uHpopmMaIuu;

YBU.180 VYrposza oTkaza MOJCHUCTEMbl OOECIEUEHHS TEMIIEPATypHOIO
pexnma;

YBbU.181 VYrpos3a nepexsara OTHOPA30BBIX MAPOJIEH B PEKUME PEAIBHOIO
BPEMEHU;

YBU.182 Yrpo3za pusnyeckoro ycrapeBaHus anmapaTHbIX KOMIIOHEHTOB;

YBU.183 VYrpo3a nepexsBara ynpaBi€HHs] aBTOMAaTU3UPOBAHHOW CHCTEMOU
yIPaBJICHUS TEXHOJIOTHYECKUMHU MPOIIECCAMMU;

YbU.185 VYrpo3a HECaHKIMOHMPOBAHHOTO M3MEHEHMS I1apaMeTPOB
HACTPOMKU CPEJICTB 3alIUTHl HH(GOPMAIUK;

YBU.186 Yrpo3a BHenpeHUsI BPEAOHOCHOTO KOJIa Y€pe3 peKIaMy, CEpBUCHI
Y KOHTEHT;

YBU.187 VYrpo3a HECAaHKIMOHUPOBAHHOI'O BO3JICMCTBUA Ha CPEACTBO
3aIUTHl HH(POpMALIHH;

YBU.189 Yrpo3a MackupoBaHuUs I€MCTBHI BPETOHOCHOTO KOJa;

YBU.190 VYrpo3a BHeapeHWs BPENOHOCHOTO KOJAa 3a CYET MOCECIICHUA
3apaXEHHBIX CalTOB B ceTH MIHTEpHET;

YBU.191 Vrpo3za BHeapeHHs BpEJOHOCHOIO KOJAa B JIUCTPUOYTHUB
MPOrPAMMHOTO 00ECIICUCHMUS;

YBbU.192 Vrpo3a wucCnonp30BaHUsA YA3BHUMBIX BEPCUUA IMPOrPaAaMMHOTO
obecreueHUs;

YBU.193 Yrposa yreuku nuadopMaiivu 3a C4eT MPUMEHEHUSI BPEJOHOCHBIM
MPOrpaMMHBIM 00ECIIEYEHUEM AJITOPUTMOB U POBaHUs TpadUKa;

YBU.197 VYrpo3a xumieHuss ayTeHTU(DUKAUUOHHOW HHPOpMAIUU U3
BpPEMEHHBIX (haiioB COOKIe;

YBU.198 VYrpo3a CKpBITHOW pErucTpalid BPEJOHOCHOW MNPOTrpaMMHOI
YYETHBIX 3alUCe aIMUHUCTPATOPOB;

YBU.201 Yrpo3a yTeuku Nmoiab30BaTEIbCKUX JaHHBIX MPHU UCIOIb30BAHUU
(GyHKIMIT aBTOMAaTHUYECKOTO 3aMOJHEHUS] ayTeHTH(PUKAIMOHHOW HH(pOpManuu B
Opay3sepe;

YBI.203 VYrpo3a yreuku HHPOpMAIMU C HE MOJKIIOYEHHBIX K CETH
HNHTEpPHET KOMIIBIOTEPOB;

YbN.204 VYrpo3a HECaHKIMOHUPOBAHHOTO W3MEHEHUS BPEAOHOCHOU
nporpaMMol  3HAYEHUM  MapaMeTpoB  MPOrPaMMHUPYEMBIX  JIOTHYECKHUX
KOHTPOJIJIEPOB;

YBU.205 VYrposza uHapymienuss paboOThl KOMIbIOTEpa MU OJOKHPOBAHUS
JIOCTyMa K €ro JaHHBIM H3-3a HEKOPPEKTHOW pabOThl YCTAHOBJIEHHBIX HAa HEM
CPEJICTB 3ALLUTBHI.

4.2. Yrpo3zamu 0€30MacHOCTH MEPCOHATBHBIX JTAHHBIX MPU UX 00paboTKe C
ucnoJyibzoBanueMm CK3U aBnsitoTcs:

4.2.1. co3manme cmnocoOOB, IOATOTOBKA M TPOBEJACHHE aTak 0e3
MPUBJICUCHUS CHIEIUAIIMUCTOB B 00JlacTH pa3zpaboTku u ananuza CK3U;

4.2.2. co3nanue crnoco0oB, MOJATOTOBKA M MPOBEICHUE aTaK Ha Pa3IUUYHBIX
sramax Jku3HeHHoro 1mwmkiaa CK3UM. K »sramam >xm3HenHoro nwkiaa CK3U
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OTHOCSTCS: pa3paboTka (MOAEpHHU3alMs) YKa3aHHBIX CPEJICTB, UX MPOU3BOJICTBO,
XpaHeHUe, TPaHCIOPTUPOBKA, BBOJA B AKCIUIyaTaluioo (IMyCKOHalIaJI04YHbIE
paboThl), IKCILTyaTallUs;

4.2.3. mpoBeneHHWE aTakW, HAXOJsACh BHE NPOCTPAHCTBA, B Tpeaesax
KOTOPOT0 OCYIIECTBIISIETCS KOHTPOJIb 3a MPEObIBAHUEM M JCUCTBUAMM JHI U
(M) TPaHCIOPTHBIX CPEACTB (Hanee - KOHTposupyemas 30Ha). ['panuneit
KOHTPOJIUPYEMOM 30HBI MOXKET OBbITh: MNEPUMETP OXPaHIEMOU TEPPUTOPUH
OpraHu3alyuy, OTPAXKIAIOIINE KOHCTPYKLIHUH OXPaHSAEMOro 3[aHHus, OXpaHsAeMOu
YacTH 3/1aHUS, BBIJCICHHOIO OMEIEHNUS;

4.2.4. nmpoBeqieHrEe Ha dTarax pa3paboTK (MOJEepHU3ALINH), TIPOU3BOCTBA,
xpaHenus, TpancnoptupoBku CK3W u stane BBoma B skcruryatanuio CK3U
(myckoHaa0uHbIe pabOThI) CIEAYIONIUX aTaK:

BHECEHUE HECaHKIMOHUpOBaHHbIX wu3MeHeHnit B CK3U u (uwnm) B
KOMIIOHEHTBI aIMapaTHbIX U MPOTPAMMHBIX CPEACTB, COBMECTHO C KOTOPBIMHU
mtatHo (QyHKuuoHupyroT CK3M, B COBOKYMHOCTH MPEACTABISIONINE CPEIY
¢dbynkunonupoanuss CK3U, koTopele cHOCOOHBI MNOBIMATH HA BBINOJHEHUE
npeabsaBisieMblix kK CK3M TpeGoBaHmii, B TOM 4YHCIE€ C HCHOJb30BAHUEM
BPEJIOHOCHBIX MPOrPaMM;

4.2.5. mpoBeaeHue atak Ha 3Tane skcruryatanuu CK3U Ha:

MepCOHAIbHBIE TaHHbIC,

KJIFOYEBYIO, ayTEHTUDUIIUPYIONTYIO U TTapoibHyt0 nHpopmanuio CK3U;

nporpaMmmubie KOMIOHEHTb CK3U;

anmapatHbie KomnoHeHTsl CK3U;

nporpaMMHble KomMmnoHeHThl C®, BkiOuYas MporpaMmHoe obOecredeHue
BIOS;

arnrmaparHbie KOMOOHEHTHI CD;

JaHHbIE, IEPEAAaBACMBbIE TI0 KaHAJIaM CBS3U;

4.2.6. moiyyeHUe W3 HAXOASAIIMXCS B CBOOOJHOM JOCTYIE€ HCTOYHHUKOB
(BkiIrOUasi UHOOPMAITMOHHO-TEJIEKOMMYHHUKAITMOHHBIE CETH, JOCTYH K KOTOPHIM
HE OTPaHUYEH ONpPENENICHHbIM KPYroM JHI[, B TOM 4Yucle HH()OPMaLHOHHO-
TEJIEKOMMYHUKAaLIMOHHYIO ceTh «HTepHer») mHpopmannu o6 UC, B Kotopoii
ucnionszyercs CK3U. Ilpu »ToM MOXeT OBITh MOJydeHa ClEayroas
uH(popManus:

obmme cegenus 06 MC, B kotopoii ucnons3yercas CK3U (Ha3zHaueHue,
cocTaB, onepaTop, 00bEKThI, B KOTOPHIX pazMmelleHbl pecypcsl UC);

cBeaeHUS 00 MHGOPMAIMOHHBIX TEXHOJOTHUAX, 0a3zax maHHbIX, AC, I1O,
ucnons3dyeMbix B HMC coBmectHo ¢ CK3M, 3a wuCKiIOUYEHHEM CBEACHMUIA,
COJIepKaIUXCS TOJIBKO B KOHCTPYKTOPCKOM JOKYMEHTaILN1 Ha
nHpopManmonnbie TexHonoruu, 0asel nanubix, AC, I10, ucnonszyemsie B C
coBmecTHO ¢ CK3U;

collepKaHHe HaXOoJsIIecss B CBOOOJHOM JOCTyNE JOKYMEHTallUd Ha
anmaparssle U nporpamMubie komoHeHTol CK3U n CO;

oOl1re cBeJeHnd O 3auuiiaeMoil nHpopMalu, UCMOIb3yEMOM B IIpoliecce
skcrutyatanuu CK3U;
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CBEJICHUA O KaHaJlaX CBS3U, IO KOTOPbIM Iepenarorcs 3amuinaempie CK3U
nepcoHalbHbIE TaHHbIE (Jajee - KaHall CBSI3H);

4.2.7. TpUMEHEHHE HaAXOAUUXCSI B CBOOOAHOM  JOCTyNE WM
UCIIOJIb3YEMBIX 3a Tmpenenamu koHTpoiupyemoil 3o0Hbl AC u 110, Bkirouas
annapaTHble U nporpamMmMubie KoMnoHeHTsl CK3U u CO;

4.2.8. momydeHne B paMKaxX MPEJOCTABICHHBIX IMOJHOMOYMI, a TaKkXke B
pe3yabTaTe HaOIIOICHHUH ClIeIyIome nHpOpMaITuu:

CBeJIeHUH 0 (U3MUECKUX MEpax 3alUThl 00BEKTOB, B KOTOPBIX Pa3MELICHbBI
pecypcol UC;

CBEJICHUI 0 Mepax Mo 00ECNEeYEeHUI0 KOHTPOIUPYEMOU 30HBI OOBEKTOB, B
KOTOpPBIX pazMmenieHbl pecypcesl UC;

CBEJICHUU O Mepax IO pa3rpaHUYCHUIO TOCTYIAa B OMEILICHUS, B KOTOPBIX
HaxozxsaTcs CBT, Ha koTopsix peann3oBanbl CK3U u CO;

4.2.9. wucnonapb3oBaHUE IITAaTHBIX CPEJCTB, OrpPaHUYECHHOE MeEpaMu,
peanmm3oBanHbiMU B VIC, B koTopo#i ucnone3yercs CK3U, n HanpaBiIeHHbIMU Ha
MPEIOTBPAILCHUE U TPECECUYEHUE HECAHKIIMOHUPOBAHHBIX JICHCTBUM.



